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The U.S. General Services Administration (GSA) is
responsible for protecting workers and visitors in Federal
offices. To do this, we emphasize crime prevention as
much as law enforcement and security measures. Our
Federal Protective Service, through booklets and semi-
nars, helps Federal employees to help themselves. You
may have already seen the Federal Protective Service
booklets on preventing thefts, on avoiding rape and
sexual assault, and on security guidelines for Federal
employees.

To augment our crime prevention efforts, the Federal
Protective Service is issuing “Coping With Threats and
Violence in the Federal Workplace.” Through examples
and thought-provoking questions, it explains:
why threats and violence come about.
how to recognize early warning signs of hostile
behavior.
e how to prevent tense situations from escalating
to violence. _ : '
* what actions to take if confronted by threats
or violence.
s preventive office arrangements and security devices for
public service staffs. :
e how to contact the Federal Protective Service for
physical security surveys and crime prevention
serminars.” '

A special center insert contains threc cards. One is for
emergency phone numbers; one has instructions for
responding to telephoned threats; a third folds Lo a stand-
up desk or counter card for ready reference in threatening
situations.

This booklet is for you. We in GSA want you to be pre-
pared to cope with threats and violence in the workplace,
if they occur, in ways that reduce the risk of harm to you
and to your fellow workers.

Roger W. Johnson
Administrator
U.8. General Services

Federa Rbcy&iing Program ‘n, Printed on Recycled Paper
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Why Threats
and Violence
Are a Problem

News stories about violent incidents appear every day on
television and on the front pages of our newspapers.
Some of these stories capture national or international
attention because they are about assaults on United
States Presidents, Members of Congress, or other public
officials. But countless other Federal Government em-
ployees are vulnerable also. These employees are “on the
frontline,” dealing directly with the public every day-—
Social Security claims representatives, Immigration
border guards, Internal Revenue Service agents. Because
you work for the Federal Government is no guarantee
that you're protected from or immune to threats or vio-
lence from “customers” or members of the general public.

People come into our Federal offices because they need
our help. And, like customers anywhere, people who need
the services provided by the Federal Government can
become frustrated and tense. They may be nervous about
their first visit to a Federal Government office. Some-
times they don’t understand government procedures and
regulations.

When all of these stress factors are combined, & person
may commit, or threaten to commit, violence. Unless
these emotional, angry, or frustrated individuals are han-
dled properly, they may harm you, themselves, or other
customers. Sometimes even coworkers—perhaps under a
great deal of stress because.of problems at work or at
home-—may become threatening or violent.

Many experts say there is no sure way to prevent acts of
violence in a place serving customers.

You, however, as a Federal “frontline” employee, can
learn how to recognize the warning signs of a potentially
threatening or violent situation and the specific steps to
follow if you or a coworker become involved in such a
situation. You and your coworkers also need to know ‘
about the enhanced security measures your office can
adopt to bring your office and building up to higher

 standards of security and personal safety.

" Read this brochure carefully and discuss the ideas and

suggestions with your supervisor and coworkers.



s,

The following three sections provide three fictional
examples to describe the types of threatening or viclent
behavior that might happen in the Federal workplace.

Please remember that the two “frontline” Federal -
agencies selected for our fictional incidents (the Social
Security Administration, U.S. Department of Health and
Human Services, and the Internal Revenue Service, U.S.
Department of the Treasury) represent “typical” offices
where employees may be vulnerable to threats or violent
incidents. The situations described, and the actions of the
Federal employees portrayed, are used for dramatic
purposes only and are not intended in any: way to repre-
sent anyone in a negative manner.

The questions and multiple choice answers, after each’
example, are designed to help you think about what you
should (or should not) do in similar circumstances.
In-depth explanations of why each answer is or is not
correct follow the questions. (The correct answers are
also summarized for you in a handy, tearout card to keep

on your desk as an emergency reminder of what you
ghould do.)

These answers are intended as guides and illustrations—
not rules. There may be no “right” answers for a real life
situation. But the description of these fictional incidents
shouid help you recognize a potentially threatening or
violent individual early enough to cope with the problem
before he or she causes harm.

Now, let’s consider the first example in which an inexpe-
rienced frontline employee confronts an unusually tough
customer.
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‘Under Armed"
Threat

It’s late Friday morning on a hot summer day in a mid-
western city. The Social Security office is filled with
customers waiting to file for their retirement benefits
and with claimants anxious about their overdue checks.
Because of a breakdown in the changeover of the agency’s
central office computer system, monthly checks have been
delayed more than two weeks.

Customer Service Representatives Sally Mason and
Becky Gaynor are working the counter this morning,
doing their best to explain the delay to the frustrated
claimants. Sally is wearing a fancy corsage on her new

. dress. This is her last day on the job after 30 years of
Federal service. Becky is just a newcomer-—she started
with the agency less than a month ago and is still being ,
trained.
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At 11:45, Office Manager Jim Beacon stops behind Sally.
“Are you ready for your big luncheon?” he whispers to let
Sally know that she can leave the counter when she
finishes with her current customer.

Sally is more than willing to leave because her next
customer could be Bill Webber—he’s already been waiting
more than two hours. Webber frequently shows up with
one complaint or another and he’s always hard to handle.
Sally doesn’t know it, but today Webber is even more
upset. Because of the delay in getting his disability
check, his savings are almost gone. His wife can’t find
work. He’s desperate and ready to do som_et}‘ing drastic
to get his money.

The last time he came into the office he actuaily threat-
ened to hit Sally when she said she couldn’t produce his
check. But Sally just brushed it off; Bill Webber was
probably having a bad day and who could blame him for
that?

As Sally, Jim, and other office personnel leave for Sally’s
retirement lunch, Assistant Manager Jeanne Franklin
puts a “Closed” sign by Sally’s place on the counter.
Jeanne then tells Becky she’s taking a lunch break in the
back office. “I skipped breakfast and I'm starving,”
Jeanne says. “T'll relieve you in a few minutes.”

The office is stifling. Becky wipes her forehead with a tis-
sue and looks over the waiting area. Every seat is occu-
pied and, because it's lunchtime, even more customers are
arriving. Each newcomer takes a number from the
counter dispenser.

Becky calls the next number, 24. Nothing happens.

" Raising her voice, she calls 24 again. Still no response.
Becky shrugs. “Well then, 25.” A man and a woman leave
their seats and walk toward Becky. The woman hesitates,
letting the man move ahead. Becky thinks the man looks
familiar, but she’s not sure. She’s startled because his
face is quite red and he’s glaring at her.

“T'ye got 24, and I've got this, too,” the man growls at
Becky while patting his jacket. “Been waitin’ hours in this
hellhole,” he says, his voice growing louder and more stri-
dent. “This is worse'n the army. This is the fifth time I've
come lookin’ for my check, and you'd better have a check
here for Bill Webber now or else!”

At that, he pulls out a large handgun, points it right at
Becky’s face, and shouts, “Don’t anybedy move or Tl blow
this woman away!”
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What would you do? To prevent violence and injury and
to discourage Bill Webber from using his gun, what
would you do if you were Becky? To help avoid such a

- threatening incident for Becky, her coworkers, and for

other customers, what should Jeanne Franklin, Sally
Mason, or Jim Beacon have done?

1. When Becky sees the gun pointed at her, she

should: '

. Shout loudiy, “Oh, my god! He’s got a gun!
Everybody run for your lives!”

. Grab the nearest telephone and dial 911.

Freeze in place and do nothing, letting the

potential assailant make the next move.

Look the man directly in the eye. As she explains

calmly that everyone’s check is delayed because of

computer problems, Becky should press the

under-the-counter duress alarm to alert Jeanne

Franklin, the Assistant Manager.

Ask the man to put down the gun and write his

name and Social Security number on a slip of

paper so she can ask her supervisor to issue an

“emergency check.” ‘

2. When Assistant Manager Jeanne Franklin hears
the alarm, what should she do?
. a. Rush to Becky’s side and try to disarm the
potential assailant.
After Becky signals for help, Jeanne should open
the office door and look over the situation
without alarming the potential assailant.
Call GSA’s Federal Protective Officers (FPO), the
agency’s security guards, or the local police
immediately.

+

b.
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3. What should Customer Service Representative

Sally Mason have done before leaving for lunch?

a. Told Becky to brace herself for Bill Webber, a

- tough customer.

___b. Called Bill Webber up to the counter and waited
on him first. -

___c. Alerted Jeanne Franklin that Webber could cause
trouble.

4, What steps should Office Manager Jim Beacon

have taken to prevent this and similar incidents?

a. Rescheduled Sally’s retirement party for after
office hours.

b. Made sure two or more expenenced cierks were
working at the counter at all times.

¢. Consulted the Federal Protective Service, agency
security guards, or the local police about what to
do if a customer ever becomes violent.

Confrontations with an armed man or woman are the
most dangerous of all situations involving violent persons
and the most difficult for inexperienced people to deal
with. Let’s review Becky Gaynor’s predicament and find
out which answers are correct and why, and why other
choices are the wrong ones.

1. When Becky sees the gun pointed at her, she
should:

a. Shout loudly: “Ch, my god! He's got a gun! Everybody
run for your lives!” No. This is precisely what Becky
should not do. Shouts, screams, or panic reactions are
likely to frighten an agitated person into taking action
that could harm people or destroy property. Instead,
remain as calm as possible; saying or doing nothing is
better than making a bad situation worse.

b. Grab the nearest telephone and dial 911. No. Dialing
911 or any telephone number in the presence of an armed
assailant could frighten him or her into using the weapon.
From his actions and words Bill Webber wants to scare
Becky, not shoot her. If she can stay calm, time is on her
side. The longer Bill Webber is kept from doing anything
drastic, the less likely it is that he will.

c. Freeze in place and do nothing, letting the potential
assailant make the next move. Yes, This may be Becky's
only practical response. Above all, she should avoid deoing
anything that could cause the potential assailant to take
action. Simply standing still and letting the individual
“talk it out” may be all she should do under these extreme
circumstances. Becky shouldn’t try any heroics that could
cause Bill to react violently.

d. Look the man directly in the eye. As she explains
calmly that everyone’s check is delayed because of
computer problems, Becky should press the under-the-



counter duress alarm to alert Jeanne Franklin, the assis-
tant manager. Yes. Although Becky had been told to use
the alarm button, she forgot all about it when she first
saw the gun pointed at her. She should keep talking to
gain time and calm the gunman. Becky should never feel
that she’s entirely helpless. She (and all Federal frontline
employees dealing with the general public) should have
access to a hidden alarm button under the service counter
to alert a supervisor or building security.

e. Ask the man to put down the gun and write his name
and Social Security number on a slip of paper so she can
ask her supervisor to issue an “emergency check.” Yes.
As long as Becky remains calm, it's possible that he may
put down the gun. If he does, Becky should never try to be
a hero by grabbing the weapon. Instead, she should ask
him to wait while she calls her supervisor to help resolve’
his problem. If he lowers the gun, Becky should call
Jeanne on the intercom and mention the prearranged
word or phrase (“emergency check”) that tells Jeanne to
summon the FPS, agency security guards, or local police
immediately. (The organization to cail depends on what
protective services are provided in your building.) Becky
should keep calm until security guards can disarm the
man and remove him from the premises. '




Reporting Incidents of Threats and Violence

The first time Sally Mason (in “Under Armed Threat”) was threatened-—no mat-
ter how “minor” she thought it was—she should have immediately reported it
to her supervisor and then called the Federal Protective Service, contract
guards, or the local police. Incidents of threats or viclence involving co-workers
also should be reported—before they lead to a life-endangering situation. In
addition, Federal agencies also must report immediately any suspicious
activities or criminal acts that occur on Federal property.

Any incident should be reported to one of the following:

* GSA Federal Protective Service core or satellite control centers. *

» FPS physical security specialists or FPS Officers, contract guards, or GSA
field officé managers. _ _ .

+ Local police or law enforcement agency—where there is no GSA protective
service. (In such situations, the Federal agency also must report the incident
to GSA as soon as possible.)

If your agency has its own internal security reporting requirements and enforce-
ment or investigative authority, send the Federal Protective Service an unclas-
sified report describing the threatenirg, violent, or criminal incident. This is
especially important when GSA provides physical security and law enforcement
services for your Federal building. GSA will report crimes and incidents of
threatening or violent behavior to the regional offices of the GSA Inspector
General, the Federal Bureau of Investigation, and local police departments—
where they have jurisdiction or direct control.

2. When Assistant Manager Jeanne Franklin hears
the alarm, what should she do?

a. Rush to Becky’s side and try to disarm the potential
assailant. No. Don’t try to be a hero! Such a reckless
move could seriously endanger everyone in the room. -

b. After Becky signals for help, Jeanne should open the
office door and look over the situation without alarming
the potential assailant. Yes. When she hears Becky's
signal, she should carefully open the door and then write
down the man’s description—approximate height and
weight, color of hair and clothing, age, race, and any
prominent features. If possible, Jeanne should estimate
the number of people in the room. Next, she should
quietly close and lock the door to protect herself. (If there
is a “safe room” in the office area, she should alert the
person who is in charge of the room to be prepared for
an emergency.)

As soon as Jeanne has assessed what’s happening, she
should immediately telephone GSA’s Federal Protective
Service {or the agency’s building security guards or the
local police). Jeanne should describe the potential
assailant, emphasize that he has a gun, and estimate
how many people are in the room and where they are—by
windo{vsg‘ doors, along the wall. Jeanne should provide as

N




many other details as possible. Jeanne should also give

her private telephone number for the FPS or pelice to call
her back.

A word of caution. 1f Jeanne thinks that opening the
door wider to get a better look is too dangerous, she
should immediately call the FPS (or security guards or
the local police).

c. Call GSA’s Federal Protective Officers (FPO), the
agency security guards, or the local police immediately.
Yes. Law enforcement officials can provide the expert
assistance Jeanne, Becky, and the customers need. A
well-managed office should have an emergency, plan that
has been developed in cooperation with the FPS, security
guards, or the local police so that all employees know
what procedures to follow until help arrives. ‘

3. What should Customer Service Representative
Sally Mason have done before leaving for lunch?

a. Told Becky to brace herself for Bill Webber, a tough
customer. No. Since Becky is new on the job, Sally should
have alerted her supervisor, Jeanne Franklin, to make
sure that Becky wasn't left alone to handle Bill Webber.

b. Called Bill Webber up to the counter and waited on
him first. Yes. Sally knows from her past run-ins with
Bill Webber that he’s an exgitable, easily agitated person.
o avoid further problems with him (and a potentially

' dangerous situation), Sally should have waited on Webber
herself—even ahead of other customers.

g

Victim Support

People involved in threatening or violent incidents can suffer adverse reactions
to these traumatic events. Becky’s experience in having a loaded gun shoved in
her face could cause her to be depressed and unable to eat or sleep. That’s when
she needs the support of her coworkers and supervisor and, perhaps, outside
counseling. ‘ ‘

A supervisor can recommend counseling for employees who are severely trau-
matized by an incident, or give them excused time off the job to relax and get
over the experience. “Talking it out” with a fellow employee is another way of
venting the strong feelings of fear or anger that occur under extreme
circurmnstances such as Becky’s. '

Supervisors should make certain that the victimized employee does not feel
“unprofessional” or take any “blame” for the incident. At the same time, the
employee’s suggestions in a debriefing about the incident can contribute toward
improving physical security deficiencies in the office. A day or two after the
incident, when everyone has had a chance to calm down, supervisors may want
to have an employee meeting to talk about what happened, how the situation
was handled, and how it might have been avoided.




c. Alerted Jeanne Franklin that Webber could cause
trouble. Yes. In fact, Sally should have reported the
previcus incident involving Webber to her supervisor at
the time it happened, rather than excusing his behavior.
That way, office personnel would have been better
prepared for his next visit. To avoid threats and violence,
frontline employees must always take threats seriously
and report them to their supervisors or the Federal
Protective Service.

4, What steps should Office Manager Jim Beacon
have taken to prevent this and similar incidents?
a. Rescheduled Sally’s retirement party for after office
hours. Yes. Even though retirement parties are morale
boosting and fun for everyone, Jim Beacon should not_
have scheduled Sally’s party during a busy time when a
lot of customers come into the office. '

b. Made sure two or more experienced clerks were work-
ing at the counter at all times. Yes. A manager should
never leave a new or inexperienced employee such as
Becky alone in a publie, frontline position. Nor is it good
practice to leave only one clerk on duty, especially during
the lunch hour when more people are expected to come
into the office. '

¢. Consulted the Federal Protective Service, agency secu-
rity guards, or the local police about what todoifa
customer ever becomes vioclent. Yes. The highest ranking
Federal official within the agency or building should work
out an emergency procedure plan with GSA’s Federal
Protective Service, building security guards, or the local
police 1o be followed in dealing with an armed or poten-
tially dangerous individual, Agency officials should also
request a GSA Physical Security Survey (see page 25).



Francis MacRae arrives at the Internal Revenue Service
office a little before his 10 a.m. scheduled appointment.

When HOStiIity He always tries to be on time for meetings but especially

wants to be early today. He's nervous—he’s never been

Tu rns To audited before and doesn’t quite know what to expect.

But his papers are all ready to be examined—even though

ViOIence he really doesn’t see any reason why he has to be here in
the first place.

“My names’s Francis MacRae,” he says to the reception-
ist. “I've got a 10 o’clock appointment with Agent Albert
Barry.” “Take a seat,” the receptionist, Sarah Hollister,
says grumpily to MacRae. “He’s busy right now.”

SUPERVISOR




MacRae sits down and starts browsing through old
magazines and a couple of newspapers as he waits. He
finally starts pacing back and forth, visibly annoyed at
the delay. Hollister is busy talking on a personal phone
call and doesn’t notice MacRae’s behavior.

At 10:25, MacRae marches over to the receptionist’s desk,
glares at her, and asks belligerently “What'’s taking so
long?” “Well, everyone’s real busy this morning,” Sarah
says defensively. “He will be with you in a few minutes.”

Finally at 10:45 Agent Barry walks into the waiting area,
calls MacRae’s name, introduces himself, and escorts
MacRae to his desk. But just as MacRae takes his seat,
Barry excuses himself for a five-minute bredk, his first of
the day. ‘

'
l

MacRae, a burly, red-haired rancher, turns to Agent Mary
Anne Smythe who has a desk next to Barry's. “My god,”
MacRae says to Smythe, “T've been kept waiting all this
time and now this guy walks off and leaves me sitting
herel” MacRae gets up and starts walking back and forth
between the desks, swearing to himself. Agent Smythe
keeps her head down and continues working.

When Barry returns, he pulls MacRae’s file from a folder.
Just then Barry’s telephone rings and the agent takes a
personal call lasting several minutes. Extremely irritated
by now, and starting to perspire, MacRae loosens his
collar., But Agent Barry doesn’t notice MacRae's agita-
tion. Barry completes his phone cail. Then he asks
MacRae for his papers, scans them, and asks MacRae
about the self-employment deductions for the Schedule C.

By now, MacRae’s face is red and his hands are shaking.
He grabs his papers from Barry and shoves them into his
briefcase. “I'm not going on with this forced audit!”
MacRae shouts. “Paying taxes is strictly voluntary! You
have no legal right to audit my return,” MacRae yells.
Mary Anne Smythe interrupts. “Mr. Barry, I'm going on
my break. Do you need anything?’

“Yes,” Barry replies. “I could use two copies of Form
SEC.” Unknown to MacRae, the phrase “two copies of
Form SEC” is the code phrase agents use te alert
coworkers that they expect serious trouble from a
customer. Smythe knows the next step is to tell the
supervisor about the situation.

Agent Barry remains calm. “Mr. MacRae,” he saysin a
firm voice, “the 1.8. Government has legally collected
income taxes for nearly a century. Federal courts consis-
tently uphold the Government’s right to assess and collect
personal and business income tax. Now, let’s get on with
this and quit wasting each other’s time.”



Telephoned Suicide
or Bomb Threat

irom time to time, Federal
offices receive telephone calls
from someone who threatens to
commit suicide or who says a
bomb has been planted in a
Federal building. What do you
do? How do you handle these
calls? .

The attached card summarizes
what you shouid do. Read and -
think about the procedures.
Carefully tear out the card and
tape or staple it to the inside
front cover of your telephone
directory—or put the card in
another handy place where you
can easily refer to it. Review the
card frequently.

Everyone in your office, including
supervisors and managers,
should follow these same
procedures. Make copies of the
card if you need to so everyone
will have his or her own card.

Emergency Phone
Numbers

Carefully tear out the
“Emergency Phone Numbers”
card at the dotted lines. Write in
all the emergency numbers for
your building. Tape this card on
your desk by your phone or
somewhere else close to your
phone for handy reference.
(Copies of this card also can be
made.)

" (tear here)
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Telephoned Suicide or Bomb Threats

Keep calm. Keep talking.

Don’t hang up.

Signal a coworker to get on an extension.

Ask the caller to repeat the message and write

it down. '

Repeat questions, if necessary.

For a bomb threat, ask where the bomb is

and when it is set to go off. A

W Listen for background noises and write down a
description. - |

B Write down whether it’s a man or a woman;
pitch of voice, accent; anything else you hear.

W Try to get the person’s name, exact location,
telephone number.

M Signal a coworker to immediately call the FPS,
a contract guard, or the local police. -

W Notify your immediate supervisor.

Federal Protective Service * U.S. General Services Administration

(tear here}
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Emergency Phone Numbers

Federal Protective Service

Building Security
Police/Sheriff
. Fire Department
Ambulance
Health Unit

Federal Protective Service * U.S. General Services Administration



Coping With
Threats
‘and Violence

Thoroughly read this brochure,
answer the questions on the
three examples, and read and
think about the answers. You
will then see that when things
start to go wrong there are some
positive actions you can take to
deal with a threatening or
potentially violent person--and
there are some specific things
you should not do. ‘
The attached desk card
summarizes the actions you
should (or should not) take.
Carefully detach the card from
the staples, tear or cut along the
dotted lines, fold the card into a
“tent,” and tape the ends

together underneath so that the
card will stand up on your desk
with the text facing you. Review
the card often. That way, if you
are confronted by an angry,
hostile, or threatening customer
or coworker, you will know what
you should do.

Everyone in your office, including
supervisors and managers,
should follow these same
procedures. You can make copies
of this card so that everyone has
his or her own card.
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As Barry again starts reading through MacRae’s papers,
Agent Smythe reports to Supervisor Harry Waxzton that
the customer with Agent Barry has become very belliger-
ent and could cause trouble. Smythe then returns to her
desk and overhears MacRae arguing vehemently with
Agent Barry.

“Why should I pay taxes when the Government wastes
more money in a minute than I can make in a year?”
MacRae shouts. C

At this, Agent Barry starts yelling, too. “Mr. MacRae, if.
you refuse to go through with this audit, the IRS will
make an independent determination of any tax that you
may owe! If you refuse to pay,” Barry threatens, “the
IRS will have the right to sell your cattle, your ranch,
and any other available assets you have to meet your tax
obligations!”

Barry’s threatening MacRae with the loss of his ranch
does it for MacRae. He jumps up, reaches across the
desk, and yanks Barry up out of his chair. “Why, you
little punk, I'll show you!” MacRae screams.

What would you do to avoid a violent confrontation if you
were Agent Albert Barry, Receptionist Sarah Hollister,
Agent Mary Anne Smythe, or Supervisor Henry Waxton?

1. What should Agent Albert Barry have done to

prevent such violent behavior by Francis MacRae?

___ a. Called MacRae before the interview to explain
what happens during an IRS audit.

___ b. Suggested that MacRae hire an accountant or tax
attorney to help with the audit. '

___c. Started the meeting on time, with no coffee
breaks or personal telephone calls during the
meeting.

_d. Stopped the interview as soon as MacRae raised
an objection.

2. How should Receptionist Sarah Hollister have

treated MacRae when he ecame into the IRS office?

___ a. Greeted him courteously and explained that
Agent Barry would be delayed for a few minutes.

___ b. Kept talking on her personal phone call and not
paid any attention to MacRae’s actions—that was
Barry’s problem.

8. When Agent Mary Anne Smythe realized that

MacRae was upset, what should she have done?

___ a. Gone to Barry’s desk and tried to defuse the
situation.

___ b. Called the FPS Officers or local police
immediately.

___ ¢. Notified their supervisor, Henry Waxton, about
MacRae’s agitated behavior.



4. After Agent Smythe alerted Henry Waxton that a
customer was acting in a belligerent manner, what
should Waxton have done?

___ a. Immediately approached MacRae and told him if
he didn’t calm down, Waxton would call the police
and have him arrested.

___b. Called the FPS officers immediately.

Now, let’s review Agent Barry’s and MacRae’s situation to
find out which answers are correct and what is wrong
with those that are not.

1. What should Agent Albert Barry have done to
prevent such violent behavior by Fraricis MacRae?
a. Called MacRae before the interview to explain what
happens during an IRS audit. Yes. Agent Barry should:
have called MacRae and carefully explained why MacRae
was being asked to come in for an audit of his tax returns.

b. Suggested that MacRae hire an accountant or tax
attorney to help with the audit. Yes. Barry should have
told MacRae this when Barry called him to explain why
he was being audited. '

¢. Started the meeting on time, with no coffee breaks or
personal telephone calls during the meeting. Yes. By tak-
ing a break and a long personal phone call after starting
the meeting late, Agent Barry added to MacRae’s concern
and anxiety over the tax audit.

Worst of all, Barry failed to notice soon enough how upset
MacRae was—his perspiring and red face, his shaking
hands. These are often the first warning signs of a person
who could become threatening or violent. This is the time
to remain calm and explain to the customer what the
procedures are and why they are necessary.

W




If the customer is still agitated, it may be necessary to

I call a supervisor over to talk to the customer. In an
extreme case, alert a coworker to have the supervisor call
the Federal Protective Service or the security guards.

d. Stopped the interview as soon as MacRae raised an
objection. No. Most verbal cbjections, however unusual or
even irrational, don't lead to physical or verbal violence.
But Barry should have carefully and calmly explained, at

the beginning of the interview, why MacRae had been
asked to come in for an audit. And no customer should
ever be threatened for any reason.

When Barry tells MacRae that he could lose his ranch if
he doesn’t proceed with the audit, MacRae’s violent reac-
tion was almost certain. Instead of threatening MacRae,
Agent Barry could have warned the rancher that refusing
the audit would waste time, cause extra expense in court
costs and attorney’s fees, and create more anxiety and
tension until the audit (which was likely to be minor)
could be completed.

2. How should Receptionist Sarah Hollister have
treated MacRae when he came into the IRS office?
a. Greeted him courteously and explained that Agent

" Barry would be delayed for a few minutes. Yes. The
receptionist is usually the first person customers meet
and may set the tone for interactions with other people.
A receptionist should be courteous to everyone—but
should stay alert and notice the actions of any customer
in the waiting area.

Obscene, Harassing, or Threatening Telephone Calls

Obscene and harassing callers are primarily interested in generating fear and
discomfort. The longer they keep you listening, the more satisfaction they
derive from the call. Some experts say that the person who uses the phone to
verbally harass or embarrass is not likely to follow up with a direct

. confrontation.

If obscene or harassing calls continue, keep a written record of the day, date,
and time; the type of voice (male/female, pitch, and accent, if any); background
noise: what was said; and whether the person gave a name. Then ask the
Federal Protective Service for help.

The caller who makes personal threats to you or your family is ancther matter.
Any threatening call should be reported to GSA’s Federal Protective Service,
agency contract guards, or the local policy immediately.

See the tear-out card listing suggestions on dealing with telephoned suicide or
bomb threats. This card should be detached and then kept near your office
telephone for quick reference.




In offices where customers have appointments, service
representatives should consider giving the receptionist a
list of customers and appointment times each morning..
As the day goes on, the receptionist should be immediate-
ly notified of any changes or delays so customers can be
told when they first arrive.

b. Kept talking on her personal phone call and not paid
any attention to MacRae’s actions—that was Barry’s
problem. No. When Hollister noticed that MacRae was
getting impatient, she should have alerted Barry (or one
of Barry’s coworkers) and asked him to come talk to
MacRae.

3. When Agent Mary Anne Smythe realized that
MacRae was upset, what should she have done?

a. Gone to Barry’s desk and tried to defuse the situation.
No. Agent Barry has given Smythe the code words “two
copies of Form SEC” to tell their supervisor, Henry
Waxton, about the problem.

b. Called the FPS Officers or the local police immediately.
No. Smythe should follow office procedures and tell her
supervisor immediately what’s happening.

c. Notified their supervisor, Henry Waxton, about
MacRae’s agitated behavior. Yes. This is the standard
procedure for this IRS office.

4. After Agent Smythe alerted Henry Waxton that a
customer was acting in a belligerent manner,

what should Waxton have done?

a, Immediately approached MacRae and told him if he
didn’t calm down, Waxton would call the police and have
him arrested. No. Threatening MacRae with arrest
would be the worst thing to do and would only cause him
to become more violent. '

b. Called the FPS officers immediately. Yes. If the cus-
tomer has become extremely agitated, the supervisor
should notify the FPS (or building security guards or the
local police) immediately.

The supervisor should give the FPS officer a brief expla-
nation of what has happened to cause the problem. The
customer should be accurately described, and the exact
location of the office and building should be pinpointed. If
there is a “safe room,” the supervisor should tell the FPS
officers how to get to the “safe room” without being seen
by the customer.



Aaron Brunner, a computer programmer with a Federal
Government agency, is running late for work again. He
was drinking heavily the night before, got into an
argument with his wife, and only got a couple of hours
sleep.

Traffic into the city is really backed up and Aaron arrives
at his office 25 minutes late. What's worse, he was to
meet with his supervisor, Jennifer Mason, at 3:00 sharp -
to go over his annual performance review. But Aaron
isn’t too concerned—he knows he’s in line for a promotion.

He saunters into Jennifer’s office, sits down, and,
ignoring the “no smoking” regulations, lights a cigarette.
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Jennifer notices the dark circles under Aaron’s eyes, his
trembling hands, and his forehead gleaming with
perspiration.

She’s perplexed. After three years’ outstanding service,
he’s been late for work several times over the past gix
weeks and has phoned in sick on the last four Mondays
and Fridays. Coworkers have complained that he gets
into petty arguments with them over nothing,

«] appreciate all the hours of voluntary overtime you've
put in to meet our tight schedules,” she says. “But I'm
puzzled by the sharp decline in your performance, your
excessive tardiness, even this morning. You'call in sick a
Jot, you take extra long lunch breaks, and frankly the
work you've been handing in recently is either delivered
late or it’s incomplete and has to be done over. You get
into arguments with other employees and you appear to
have a drinking problem.”

Aaron is totally caught off guard by Jennifers’s frank
accusations. In his tired and distraught condition he
overacts: “She’s not going to promote me,” he thinks.

“She’s going to fire me!” '

Aaron lights another cigarette, blowing the smoke direct-
ly at Jennifer. His eyes dart back and forth. His lips are
dry, and his face is flushed. To Jennifer's amazement,
Aaron abruptly starts pounding his fist on her desk. “This
is the worst job I've ever had!” he screams. “You aren’t
gonna promote me! You want to fire me!”

| Copmg w:th Stres

' Jonreiaﬁéd stress will never be eliminated, but it can be managéd; If you're
feeling stress constantly, or frequently “blowing up” for no reason, you should -
discuss the problem with your su_pervisor or with a counselor. L

Many times, problems at home go with you to the office. Or your office itself
may be causing you stress—a personality eonflict with a coworker, a heavy
- workload with no time off, or a noisy or disorganized environment. =

If the problems cannot be resolved, you may want to think about transferringto =
another office or to another type of work. _ S '
Perhaps your supervisor can arrange for a room where you and your coworkers
can “get away from it all” by taking short breaks. If you can’t get away from it -
all at work, allow extra time by getting up earlier so you don’t have to rush - '
around to get to work on time. . - o L

?hj}siéai e:.{ércis;e; 1sone of the best ways to reduce stress. Try Wa]]ﬂng or
jogging before or after work or at lunchtime. Take upa hobby or try volunteer
work in the evenings or on weekends. e
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“Why, no, Aaron,” Jennifer says. “Why would I want to
fire a badly needed programmer? Please stop and think a
moment—I don’t want to fire you. But we must solve
some of these problems. We can’t allow your absenteeism
and sloppy work to go on.”

But Aaron obviously isn’t listening. “You're always
complaining about my work and sneaking around to
check up on me,” he shouts. “You don’t appreciate all the
good work I've done for you,' Everybody in the office is
against me, including you. I might as well quit.”

Totally exasperated, Jennifer loses her temper, “Okay,
Mr. Brunner, if that’s how you feel, go shead and quit.
You come in late all the time, you cause all kinds of
problems in the office, you're not worth promoting; you're
not even worth talking to! Get out of my office before I
throw you out!”

Aaron loses all control. Yelling obscenities, he jumps up
from his ehair and starts toward Jennifer.

What would you do? If you were Jennifer Mason, what
should you have done to prevent Aaron’s violent reaction?

v How can Jennifer turn the meeting around and get Aaron
to discuss his tardiness and poor job performance?

1. When Aaron Brunner arrives at Jennifer Mason’s
office late and with a hangover, Jennifer should
have:

___ a. Rescheduled the interview.

___ b. Postponed the annual performance review but
discussed Aaron’s tardiness and other work-
related problems.

___ ¢. Anticipated trouble and suggested that a third
party be invited to the meeting.



) 4

b S

~Qu

2. When Aaron lights the first cigarette, Jennifer
should have: :

__ a. Let him smoke.

___ b.Told Aaron that Federal rules prohibit smoking
and he must put out the cigarette.

. §. When Aaron shouts that he wants to quit his job,

Jennifer should have:

___ a.Kept calm and let Aaron continue to talk.

___ b. Stopped the meeting and given Aaron the rest of
the day off. ‘

___c. Listened to Aaron briefly. Then discussed his job
performance and behavior problems and what can
be done to help him improve.

Now, let’s review Jennifer’s and Aaron’s situation to find
out which answers are correct and what is wrong with
those that are not.

1. When Aaron Brunner arrives at Jennifer Mason’s
office late and with a hangover, Jennifer should
have: :

a. Rescheduled the interview. No. Jennifer needs to find
out what’s troubling a valued employee and how, by
working with him, she can help Aaron get back on track.

b. Postponed the annual performance review but
discussed Aaron’s tardiness and other work-related
problems. Yes. Based on Aaron’s attitude and behavior at
the meeting, the annual review might only result in some
form of disciplinary action. Instead, J ennifer needs to
have an open discussion with discreet, but probing,
questions to get the information she needs to recommend
counseling. She should be conciliatory but firm in telling
Aaron that his absenteeism, his poor job performance,
and his argumentative behavior cannot continue.



Tf she hasn’t done so previously, she must tell him that
unexcused tardiness, poor performance, and abuse of sick
leave privileges could be grounds for a formal warning
and, ultimately, demotion or dismissal. '

However, she should assure Aarox_i‘_:fchat‘;‘ she wants to help
him find alternatives that will provide solutions to his
problems.

c. Anticipated trouble and suggested that a third party be
invited to the meeting. No. This would only serve as a
threat to Aaron and let him know that Jennifer is unable
to cope with Aaron and his problems by herself. But, if

- Aaron doesn’t respond to Jennifer’s suggestions and seek
counseling, she may want to have another supervisor.at
the next meeting. (And if his problems remain
unresolved, Aaron may want to think about bringing a
third party, such as a union representative, to any fol-
lowup meetings.)

2. When Aaron lights the first cigarette, Jennifer
should have:

a. Let him smoke. No. This undermines Jennifer’s
authority as a supervisor and lets Aaron take over the
‘meeting. Besides, smoking in Federal Government offices
is not permissible, except under certain circumstances.
Jennifer is responsible for reminding Aaron of this
regulation. '

Federal Employee Assistance Programs

Free, voluntary, and confidential short-term counseling is available for Federal
. employees through employee assistance programs sponsored by most Federal
Government departments and agencies. Counseling is offered on a variety of
problems: family and marital crises; mental and emotional stress; child or
spouse abuse; problems with children; care of elderly or infirm relatives; money
and credit management; and alcohol and drugs. '

If your agency doesn’t have an assistance program, or you require long-term
counseling, you can usually find help in the community where you live through
city, county, or State offices or through church or private organizations. Look in
the blue pages of your telephone directory for “health,” “social services,” or
“counseling” programs and in the yellow pages for church or private
organizations.

Expert referrals for Federal employees also are available from occupational
health representatives of the U.S. Office of Personnel Management (OPM) in
Atlanta, Boston, Chicago, Dallas, Denver, New York, Philadelphia, St. Louis,
San Francisco, and Seattle. In Washington, D.C., contact OPM’s Alcoholism
and Drug Abuse Program, Occupational Health Division. Look in the blue
pages of your local telephone directory under “U.S. Government, OPM” for the
telephone numbers.
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b. Told Aaron that Federal rules prohibit smoking and he
must put out the cigarette. Yes. By requiring Aaron to
put out the cigarette, Jennifer stays in control of the
meeting and keeps it open for needed discussion.

3. When Aaron shouts that he wants to quit his job,
Jennifer should have: . ‘

a. Kept calm and let Aaron continue to talk. Yes. Instead
of becoming angry herself, Jennifer should try to calm
him down so she can try and get him to talk about his
problems. She then must decide whether to refer Aaron
to the agency’s personnel office. That office can tell Aaron .
about various alternatives—counseling, med.'gial examina-
tion, or a private organization such as Alcoholics. '
Anonymous. Jennifer may first want to talk to the
personnel office herself and ask for suggestions in dealing
with Aaron’s problems.

b. Stopped the meeting and given Aaron the rest of the
day off. No. This would reward bad behavior and prevent
needed dialogue. Jennifer would definitely give up her
control as a supervisor and Aaron would feel he could out-
biuff her.

¢. Listened to Aaron briefly. Then discussed his job
performance and behavior problems and what can be
done to help him improve. Yes. Obviously, Jennifer
should have been aware of Aaron’s problems long before
this meeting and met with him to discuss his deteriorat-
ing performance, absenteeism, and sick leave récord.
Because he had established a good work record, such a
significant drop in his performance should have been the
first warning sign.

Now, she and Aaron must work up a plan of action, with a
specific timetable and a commitment from Aaron to carry
through on his plan. Aaron must report his. progress at |
agreed upon intervals of no longer than ence a week and
Jennifer must maintain a serious interest in and concern
for his welfare and his return to his excellent level of job
performance. '



If your office is a Federal “frontline” office with direct
“employee-to-customer” service, your office and building

h Sical secu rity should be designed according to Federal Protective
y _ _ Service security guidelines.
in a Federal | |
If your agency does not have security procedures in place,

:mntline omce the head of your agency may want to ask a regional GSA

Federal Protective Service office to conduct a physical
security survey to ensure that employees are working in a
safe and secure environment. (See the list of Federal
Protective Service regional offices.)

Before requesting a security survey, your agency may

~ want to do a “crime assessment” of the risks you and your
coworkers may encounter in your workplace. Are your
customers likely to experience high levels of stressor
tension? Do members of the general public who come into
the office tend to be argumentative? Have there been
threats or incidents of violence involving the public in the
past? Or have Federal employees themselves become
violent or threatening? :

If your frontline public service office fits this profile, your
agency needs to take immediate steps to help make your
workplace fully secure. Following are some suggestions on
improving security in your office and/or building.

Post a security guard at the main building entrance or at
T entrances to specific offices. Officers (or guards) should
have a clear view of the controlled area at all times.

Install a metal detector or a CCTV (closed-circuit
(television) camera or other device to monitor people
coming in all building entrances.

~ Issue all employees photo identification cards and assign
temporary passes to visitors—who should be required to

Physical Security Survey

A major goal of GSA’s Federal Protective Service is to provide better protection
for Federal employees and visitors by pinpointing high-risk areas in Federal
buildings where potential problems or emergency situations might occur. This
is accomplished through a “Physical Security Survey” conducted by a certified
GSA physical security specialist. The survey is a comprehensive, detailed,
technical on-site inspection and analysis of the current security and physical
protection conditions.

When the survey is completed, a “Risk Assessment Matrix” is prepared to
identify and list deficiencies and recommendations, or countermeasures, to
assist Federal agency managers to reduce or eliminate potential risks. One
of the most often-recommended countermeasures is the Federal Protective
Service’s Crime Prevention Awareness Presentation.




sign in and out of the building. Under certain conditions,
FPS officers (or contract guards) should be required to
call Federal offices to confirm an appointment and/or to
request an escort for all visitors—customers, relatives, or
friends. '

Rearrange office furniture and partitions so that frontline
employees in daily contact with the public are surrounded
by “natural” barriers—desks, countertops, partitions—to
_separate employees from customers and visitors.

Brief employees on steps totake if a threatening or vio-
lent incident occurs. Establish code words t9 alert
coworkers and supervisors that immediate help is needed.

Provide an under-the-counter duress alarm system to sig-
nal a supervisor or security office if a customer becomes
threatening or violent. '

Establish a “safe” room or area in the office for em-
ployees and/or customers to escape to if they are
confronted with violent or threatening people.

See the back cover for an illustration of a customer ser-
vice office with some of these features.

Crime Prevention Awareness Presentation-

If a Physical Security Survey shows that Federal agency employeescould -
benefit from suggestions on how to reduce crime at their workplace, the Federal
Protective Service will schedule a time to offer a Crime Prevention Awareness.
'Presentation by FPS professionals. = S IEEEE TR

In éddiﬁqﬁ’.-thé Federal Protective Service has a series of crime prevention |
brochureson:: - } T , - S

« What You Should Enow About Preventing Thefts in the Federal Workplace;
‘o What You Should Know About Avoiding Rape and Sexual Assaultin the =
Federal Workplace; and ="« - IR ST
e Security Guidelines for Government Employees..- '
Federal agency managers can request a Crime Prevention Awareness = .
. Presentation by.contacting GSA’s regional Federal Protective Service offices or .
'FPS headquarters in Washington, D.C. -- B




Washingtion, D.C., metropolitan area
Washington, DC 20407
FEderaI (202) 690-8809
° ‘
Pmtectlve Connecticut, Maine, Massachuseits, New Hampshire,

» New Jersey (northern), New York, Puerto Rico,
serV|ce Ofﬁces Rhode Island, Vermont, U.S. Virgin Islands

26 Federal Plaza

New York, NY 10278

(212) 264-4255

For more information on
coping with threats and

Delaware, Maryland and Virginia (except Washington,
violence in Federal Offices,

D.C., metropolitan area), New Jersey (southern),

other crime prevention, Pennsylvania, West Virginia §

security surveys, and 100 Penn Square East

protection assistance, write . Philadelphia, PA 19107

or call a Federal Protective (215) 656-6043

Service Division, Public

Buildings Service, U.S. General |- Alabama, Florida, Georgia, Kentucky, Mississippi, North
Services Administration at Carolina, South Carolina, Tennessee

one of these addresses. 401 West Peachtree Street, NW

Atlanta, GA 30365
(404)831-5132

Illinois, Indiana, Michigan, Minnesota, Ohio, Wisconsin
230 South Dearborn Street

Chicago, IL 60604

(312) 353-1496

v

Iowa, Kansas, Missouri, Nebraska
1500 East Bannister Road

Kansas City, MO 64131

(816) 926-T025 -

Arkansas, Louisiana, New Mexico, Oklahoma, Texas
819 Taylor Street

Fort Worth, TX 76102

{817) 334-3559

Colorado, Montana, North Dakota, South Dakota,
Utah, Wyoming

Building 41, Denver Federal Center

Denver, CO 80225

(303) 236-6709

Arizona, California, Hawaii, Nevada
525 Market Street

San Francisco, CA 94105

(415) 744-5b656

‘Alaska, Idaho, Oregon, Washington
400 15th Sireet, SW

Auburn, WA 98001

(206) 931-7137

Crime Prevention Program (PS)
Washington, DC 20405
(202} 501-4267



PhySical Security Features in a
Customer Service Federal Office

1. Single public entrance to customer service area.

2. Reception desk immediately inside public entrance.

3. Silent, concealed alarms at reception desk and on
Federal employee side of service counter. 4, Barrier
between customer waiting and Federal work areas.

5. Service counter with windows between Federal employ-
ees and customers. 6. Window in supervisor’s office from
which supervisor can view customer service. 7. “Safe”
room for Federal employees. 8. Access-control combina-
tion lock on “safe” room door. 9. Closed circuit television
camera mounted for monitoring customer service activity
from a central security office for the building.

Federal Protective Service

Public Buildings Service
US. General Services
Administration






